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Summnary. CAN retarorcs ae the most popular retercrks integrating the electmmechanical nodes in the scope
of amtoerotive and industial spplications. Their contions popalanty conmrenced in the mretes of the 20°
cerhary as a emlt of sinplicity of conmmmcaton and high reliability layer. The purpose of the present shady 1s
to presert the factors affecting the semupity of conmprne ation divectly assoctated with the probecl specheation
as well & additonal factors iInmes ing the safety comstitntmg the bases for vanons mplerertation of hardwrare
amd application layers. The fictors affecting the ervor havdling nonrmization applied in corrpetitive sobations
and sutable for implerertabon i CAN potocol ae also preserted.
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INTRODUOCTION

The marmfac tarers of wehicles and equiprnent roprove the competitiveness of their products
by means of three principal methods. The first rethod consists in the increase of product functional-
ityas a result of the introduction of its new funetions or through the improverme nt of wse cordor.
Linother rnethod consists in the price reduction as a result of reduced material dernands. The third
e thod is associated with the reduction of service costs resulting from the failures detection in an
earher or farihitated manner [14].

The achieverne nt of aforesaid goals iz possible thanks to the introduction of corarnunication
buses into the wehicles ard mackines instead of correntional cabling. The sabstitiion of coreen-
tiorial cabling associated with the electric and electrormechanical elere nts by the buse s with digital
protocols canses antormatic reduction of elechic wiring, reducton of weldcle weight, accelerated
cornripication and increased error tolerance due to fhe application of dizgital siznals [14].

The complete relishidity of a motor vehicle canbe potentially achieved by means of reliable
mecharical, hydranlic, pnewnatic, electric, electronic and elzctomechanical elements combined
together. Howewer the complete relishility is not ensured in this case, because these elements must
support each other. Such support is warranted by the buses and comrmrication protocols. Several
cornrunication peotoeols dedicated fo antoraotiee applications have been created in recent years,
the 7 are characterized with high error tolerance and enable the operationin real titne (2. 2. FlexRay
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Borte flight). Howeer the rnavmfac tovers ave still unable to make the decision on the introdue tion of
the control syetern comgple telvbased upon electical network (Z-byewire). There are the solutions
in the scope electroric control associated with the steering wheel (steer-brewire) or with braking
systern (brake-bewire) [2]. Howewver there are no webicles with coraplete Iy elird nated mec banical,
byrdranlic or preumatic cornmec ions and re placed by electric corapone nts.

It should be ermphasized that the solution which has been created already in 1933 still exists
arnong the corrnunica tion protocols and buses. CAN (Controller Area Metworly protocol has been
mmtroduced in the wehicles it the year 1991, CAN has bheen not corpletely eliminated by the newer,
faster and more secure protocols et It has been develope d in marer specific ations and standards in
the zcope of hardware and application lavers as well as constitate s one of the basic systers in the
seope of veldeles diagnostics and one of the most popular cornurnication protocols in the scope of
industrial facilities. This solution iz popalar owing 4o the siraple stucture of corarurde ation frarme,
flexible network configuration (easy extension and modification), efficient athitration mec harnisra,
relatively high data transfer and parallel application of the emor handling mecharndsis. CAH pro-
tocol furctions which are essential for data travsfer correctness and for the correct operation of the
whole corarnunication network of the vehdcle or facility will be presented in the frther part of the
present study

CAN PROTOCOL INTERWAL ERROR S3UPPORT

Irrespective of the differences in the scope of comrmmmication standard in hardwrare and ap-
plication layers or in the network capacitsy the corarnurdcation within Controller Area Hetwork in
wersion 2.0 shall be based upon one of o specifications of the profocol (& and B). Depending on
the specification, the layers of protocol stacks are resporsihle for the basic eror handling, the loca-
tion of said lavers are similar fo the location in ISCAOST laver rodel but their names are different.
In the scope of & specification, these tasks ave assigned fo the Transfer Laver In B specification,
sireilar tashs ave performedby Dats Link Layer (DLL) with its irnmer laversie. Logical Link Control
(LLCY and Mledintn bocess Condal (BI&CY [1, 4.

The tasks associated with secure corprunication raposed onto the protocol fo Transfer Layer
in & specification direcfly are: emor detection, eror signalling, message validation, acknowleds-
toent and fault confinerment. The Logical Link Control and Iledinr Access Control layers from
B specification extend the list of tasks by overload notification, recovery ranagerment and frame
stuffingidestffing.

In order to enable the description of the mecharsins of error handling ntegrated with CAN
protocol, the presentation of the construction of the frarme (message) and of the basie cormrmumica-
ton prineiples. CAN bus it the bus funetioning in roalticast wode . Its nodes operate in rnl fivn aster
taode . The framesitnessages without the relevant address of sender and recipient are travsraitted by
each node. There is no direct cormection between twno nodes. The access to the bus is based upon
ColIBICD method. [F]. The tmnsmission is commenced by the node if the bus is not ocoupied
durirg the period required to transait floee bits. In case of the transrssion corametced by two
nodes sirmltaneously the athitration iz canded out in comrse of bits transrrdssion from the abitration
fleld in corpamrication frame (Fig. 1, 23 The device with the athitration field containing “wmore
dorminant bits™ iz mairtained on the bus. In other words, the athitration field is characte vize d by the
lower digital walue equrralent to the higher messsge prionty [4, 10]. The length of the amhitration
field in protocol wersion 2054 18 equal to 11 hits.
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Fiz. 1. Constmecton of data frame —CAN protocol ver2 04 (standad foemat)

In the protocol wersion 2.0B, the athitration fleld has been extended o 29 bits. The prpose
of the revisions introduced nto the specification was to ensure the corpatibility with seral corn-
rmnication profocols in autormotiee applications in Urited States. The network configuration flex-
thility has beern incressed in an indivect manmer as a result of greater quantity of idertifiers. The
opportumity of the cooperation of the nodes conforrumg with 204 and 2.0B specification has been
ensured as a result of the mtroduction of an additional extension bitinto the frare of 2.0B version
IDE (IDentifier Extensiong (Fig. 2). IDE bit makes it possible to identify the specifications of the
frarnes: format standard - domdnant bit, standard extended — recesstee hit.

Llzo the operation of the nodes cordtrrning with the both specifications is possible in the sarae
retwork, The prionty of the standard framme will be always higher The parpose of an addifional
S5R bit (Substitute Ferote Feguest) is to substitate standard RTE kit (Fig. 2). Furthernore no
distibanees into the ne twork with the nodes conforming with standard and extended specifications
are not mtroduced by said bit. S5R. hit iz always transraitted as a recessive bit control the choice
between a standard data fravae and exterded data frarne. The priovty of extended data frame will
be alwaye higher.
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Fig. 2. Changes in the comsbucton of dat fiame — CAN protoco] ver 2 0B (etended foernat)

Lz mentionsd aborve, the bus nodes are operated in moultimaster mode . The frames gener
ated by the nodes result from an algorthim realized by the node software in application layer. The
e ssages are not addressed to the specific recetving node. &1 nodes are provided with the access
to all messazes on the bus. The use of the specific data frame depends on the filters of data i the
scope of softeare or hardware.

Howewver the cormmmon accessibility of all messages on the bus for all nodes seems to be the
sorce of potential exvors. The stable operation of the whole netowork could be easily disturtbed by
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only one heorrecfly operating node travsritting the high priovity messagzes. Therefore the anthors
of profocol introduced the sets of functions npecring it error tolerance. Trespective of the manmer
of furctioning of error detection and correction mechardsins, the network load in the scope of 15
up o 35 % is recorarended [3]. Higher loads will result in the occwrrence of unacceptable delays
for the messages with lower me ssages.

Free methods of detection are included in CAN protocol specification. Two of them are
furctioning in the physical layer on the level of single bits and three rernaining bits on the message
iframe) lewel. All of them are rautually cormplemme rtary

Bit Monitering. Flomical conne ction be toeen the node and bus iz supported by a desice
called transceiver (Fiz. 3). Secording to its name, the travscemer iz a combination of a transritter
and receiver. The transceivers of CAN nodes are able to continue paralle]l fransrdsgion combined
with the checking of current bus status. In case of the message with highest priority and in case
of the lewel of the bit being actually read differing from the level of transitted bit, a Bit Error is

displayed.
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CAM A
T Eaw

Fig. 3. Part of CAN bus rneteodk (ransceiver as a part of CAHN mode] []

Bit StuffingDestuffing. CAN protocol iz a protoco] conforming with NEZ (Mon-Fe torm-to-
fevo) coding [2]. Therefore it is assuwied that the bus can operate in dorinant or recessive rode
during the whole duration of the bit. NEZ coding seerns o be more sivaple thay Ilanche ster coding.
Howewver the long sequences of zeroes or ones in MEZ conforrning code roake the idertification of
duration tirees of individual bits probleraatic (Fig. 4). There is a lack of wisible limitsbetween ndi-
vidual zeroes or ones being transtaitted. Mewve rtheless MEZ coding is widelyapplied in the ne terorks
with symehronons and asymehronous ne tworks with low transraission rates. Incase of Idanchester
coding the zeroes or ones are coded by the passages betwee n dormirant and recesstve states as well
as by the accompanying duration firnes of the doroirant and recesstve states. Therefore it is possible
to control the duration titne of'bit raore easily and to achiese higher transmission rates. Iianc hester
coding iz applied in synchronons and retworks with high transrizsion rates [5, 9.

Stoffing mechanisin in CAN protocol canbe descrbed as follows: inoa peart of frame en-
cornpassing start of frarme, atbitration field, control feld, data field ard cyelic redundancy code
sequence, every group consisting of five successve hits with the same level and supple mented
with an additional sixth bit with the level opposite to the outgoing strearn of bits (Fiz. 4). This
additinnal bit is elirinated b the transce feers of rece iving nodes already in physical layer (destuff-
ing). Therefore in case of six successtve bits ocour on the bus with the sarne lewel, Stoff Error is
displaved. &dditonally the elirnination of excessive constant corguonent on the bus iz possihle by
e ans of stuffing and destoffing.
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Fiz. 4. NEZ and Manchestar coding

Cyclic Redundancy Check (CR C). Cyrlic Redundane wCheck is the method of transrrassion
correctness verification ¢ onsisting in the caleulation of the dataof check polymordal on the transmis
sion and recetving side for each data block being travsmitted. This method is significantly better
than siraple parity check and much more credible than in case of ordivary checksumn caleulated for
mstance by means symrnetrical difference [13]. CRC walue 15 transmitted in data frame be bareen
utility data and confirmation field (Fig. 13

CRC secuence 15 caloulated on the hasis of the walues of hits not subjected to stuffing and
cottained in the following flelds: start of frame, athitration field, control field, data field of CAN
toessage. The best results are achdeved if the sura of bits in specified flelds is lower than 127 [1,
4], The controlled X value consists of sequence of bits between SOF and the end of data field. The
polymordal PEE) 1s generated on the basis of the equation (13 [1, 4:
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The controlled Fwalne iz draded biyrthe generated polymoratal PEE). The rerainder of the dima-
sion 1z the value which iz sent in the field CRC (Fig. 1), Axynode detec ting the differences be bareen
CRC contained in the message and caloulated walue of CRC, will display CRC Ervor.

Irrespective of hagh efficiency of Cyrlic Redurdaney Check, the reduction of secure lewel of
trarsrnission as a result of introduction of andete ctable ronlti-hit errors is possible owing o rootual
irmpact of CRC and bit stuffing mechardam. The ssquences sitnulating CAN bus fanctioning with
artificially generated dual bit exvors maylead to the ocowrence of wdetectable erors on the lewel
of 107 detected errors [13].

Aclknowledgement Check. In CAN bus message stucture, betaeen CRC field and End of
Frare bat, two bits have been reserved (ACEK Slot & ACE Deliriter) in order to confirm the error
fee transmission of rnessages (Fig. 10 ACK Slotbit is transwmitte dbor the frame sender as the reces-
stve bit. Also ACK Delirniter bit is transnitted as the recesstre bit. Unless any errors are detected in
the roessage by the message recelving node, a dominantbit iz entered into Acknowledgernent S1ot.
Unless the trarnsmitter is able to detect the dorainant lesel in ACK 5lot, Acknowledzement Error is
recorded. Such status is received as the siznal for message retransmission.

Frame Checl Ivlajority fields in CAM frame has a fived fonmat, 16 the levels and the time
of their ocomrence are precisely defined by the standard (SCF, CRC Deliruater, ACK Delirniter,
EOF and Intermission) (Fig. 13, In case of an incorrect walue in arsrof the se flelds (e 2. 16 dorminant
states in CRC field, two dorinant states in A2 field) detected byanyeontroller conmected to CAN
buz, Frame Error iz displayed.
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ADDITIONAL ERROR PREVENTION
IH HARDWARE AND APPLICATION LAVERS

The capacity consisting in eror detection and relisble transrission of messages directly
resulting for CAN protocol specification can be irpeoved as a result of the application of reliable
solutions in the scope of hardware and softerare layer.

The first step in the scope of the reduction of errors ocowring asa result of the cooperationof
CA&N nodes consists in the use of high quakity CAN transcervers and controllers. Such systerns are
prorvided with precision clock systerns and with powerfil corwgmting unit. The refore it 1s possible
to reduee the errors cansed by inaceurately interpreted tiwe of'bit duration and to obtain the signal
crve slopes with maxirnn steepriess. CAN cortroller with high operation speed makes it posaible
to display the errors imrnediately Addiionally obtained network containe the elements generating
the short cireuits on the bms less frecuently It iz recommended to complete the cormections by
toeans of shielded toisted pairs. Cwirg to the fact that CAH network isbase upon differential signal,
the distortions are induced in a sirdlar marner on the both conductors and the signal differenee
rernains undistobed [J]. Incase of some bi-wired inpleme ntations, the operation in short-cire it
ot discortinnity of ore of wires is allowed. Howeser the operation of the nodes is recommended on
the same potential, it canbe ensured bymeans of addiional corne ction bymeans of sere ering wire.

In particularly difficult condifions, it is possible to inorease the difference of woltages be-
taeen CAN High & CAW Low cables. Such solution iz applied in CAW - IS0 11205-3 standard
(fanlt-toleranty. Typically for ISO 11292 the recesstve state is represented by equal potentials of
CuN Hish & Low, equal to 2,5V (difference of potential ecual to OW) and the dominant state is
represented by the potentals CAN High =35V 1 CAN Low=15V (difference of 2,0 V). In CAN
- 150 11598-3 standard the recesstve state is represented by the potential CAN _High =50V and
CAN Low=00V (difference of 5,0 V), and the dordnant state is represented by CAW High =14V
and CAN Low=36V {difference of -2,27) [2, 11].

In casze of necessity to apply CAN protocol in connec ion with dramatic limitation of hardwrare
errors, the application of networlk top ology with active elements can be considered instead of a
typical passtve bus. The introduction of the central point with installed CAM frarmes repeater, as
in case of Botiee Start topology of FlexRay protocol would introduce the sighal regeneration and
accelerate the cutoff of nodes with errors | habbling idiot™ [2, €].

Llthough there are no syrptoms of soon refreshiment of CAN protocol, the introduction of
the dessription of hardware layer is the possble direc ion of actrvities. Bus Guardian rodule could
be incorporated there in order to make CAN bus more deternministic and to control the access to
transmission medium, i a manner sirnilar o FlexRayor TTPIC protocols [2, 6, 16].

The ncrease of folerance fo unexpected error of the devices floough the application layer
fun tioms hasbeenappliedin ChMopen protocol. CANopenis dedicated to the creation of standawl-
ized netwrorks supportivg the bnilt-in syetems. The nodes fimetioning control iz caried out by means
of Mode-Guarding & Hearfheat Ivkssages mecharisme. [7]. Node-Guarding congists in “guestion
on operation status™ of slave nodes by dedicated node (master) by means of “rermote frarne s with
roaxiraurm peiority The nodes aw requested by Heartbeat Ivleszages function to display the status
inan autormatic and periodical marner. The both mechardsios enable quick identification of discon-
nected or erronecusly ope rating nodes.



438 Andrzei Sumoeek

CONCLUSIONE

O the basis of error detecion functions meorporated in CAN protocol and preserted in the
studsy aswell as on the basis of an additional Hreitation of the irapact of disturbances, the following
cone lusions are possible:

1. Despite the several sironltane ously operating error detection and display raec hardsms, the
level of the protocol emors undetectable in practice corresponds to the level of 107" in relation to
the detected ones [1, 2, 4.

2. The ocomrrence of higher errors rate is posstble. The sequence s sirnulating with antificially
zene rated dual bit erros raavlead to the oocwrrence of undetectble emors at the level of 107 de-
fected errors [13].

3. Percentage of erors can be limited applying adeguate solutions in the hardware layer
(cabling, differe nfial voltages, topology) and in application layer (node-guarding & heartheat mes-
sages nodes control).
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