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UsE OF BUILDING MANAGEMENT ELEMENTS
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Summary. The developmest of building managemernt systems 15 acconparned by their sradual comectonie.
irtegration with other previoisly separate s ystens . The parpose of the stady 15 to present the poblem a5 oclated
with the asmrance of safety in modembuildings on theuser level ie. the protecton of his health ard property
as weall as the protecton of the devices meciporated therein & 2 waalt of the change of the fanchoning con-
cept in the scope of building swstens, the principles previonsly ccournng in inforrnation systemn protechon e g.
electrorue mall or eBank accomts have beeninbodoced b the protectons of the modermbuildings..
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INTRODUOCTION

Since the beginnings of mankind people atte rwpted to ensare safety for themee Fres and their
loved ome s, The fivst sitnple me thods have graduallybecomme rore and raore advraneed e chinologies.
Howewver, the introdustion of intelligent systerns siralating hurnan behaviours and autoratically
responding to varying ardbient condiions depe nding on the occwring situation in order o ensure
the protection for huraans and their property was possible not earlier than in the 20 cenbiry as a
result of wiolent developenent of electronic technology.

In the course of safety problem analysis, we have to consider the non — wraforraity of thas
izsue. Aecording to the popular and generallyfune ioning definition, the safetysvstern 1s understood
as the elements of the buildings alatm systerm used to ensure the property profection. Howewver it
should be emphasized that the protection of the comporents of the building systerns as well as the
protection of health and Life of the ocoupants rmust notbe forgotten in this case. The purpose of an
intelligent building systern is to protect the safety of its inhabitants and their property bt also to
fulfil the s lf —protection functions. Therefore arsy potental atternpts of sabotage and of re prograra-
toirg of systern components willbe prevented. Thess tasks are performmed by the so called building
manazement systems (BIVES), performming the task in this scope more or less successfully In the
scope of the systems resporsihle for kaman safety the following cireuits can be indicated:

— Burglary and attack alarm system - S5Wil
— Aeeess control systern — SED
— Fire alanm syetern — 55P
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— Cloged Cirenit TV systern — STVD
— Public address systern —PAS

— Smoke extract sytern

- Fire fighting systern [Ivlikulik 2005]
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Fiz.1.Stuctue of the teclmical protection of the building [Miloalik 2005]

The parpoze of an alaven system is to dete ot any unfavonrable conditions ivdicating the poten-
tial danger and to gererate relesant alarrn to inforrn the inhabitants dbout this fact. Pursaant to Polish
Standard P - 93/E-08390 the profection of objects can be subdivided it the following classes:

—  perimeter protecton — the protection of an object frorm outside along its fencing (first zone
of protected area);

—  external protection — the protection of direct wicindty of the chiject, phyeical object protec-
tons from outside, grids, brick walls, other buildings adhering to the protectsd area (second
zone of protected area);

—  internal protection — the protection of the inmer space of the object, all door and window
openitgs in the building (third zove of protected area);

—  lcalprotection —technical protection of the specified iterns e g. safes, documents, ete.
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Fig. 2. Exanplk of sabdivision of the chjact protechon moves

KNZE/EIB Y STEM

KM has beer established as the standard in the scope of intelizent buildings managerment
and corrbines all subsyeterns ocowring in all types of objects. [koe.orz 20100 B35 orginates from
the European Installation Bus (EIB) desizred in the form of open management and control stan-
dard for the devices and bwldings. &fter their merzer, the orzarizations developing EIB, Batibus
and EHE are actually acting nnder the name Konnex (KM KNX iz the only system meeting
the recpuirernents included in Furopean Standsvd EM 50090 which has heen desizred in order to
enable the antomatic control for various eguiptnent in the form of an open systern — data ransmis-
sion protocol is gererally accessile . The structare of the systern is decentralized ie. each device
15 provided with roicrocormgniter having its owr application and cormroardcating with the bus via
bus port. Thanks to such solution, systern reliability is maintained, becanss in case of the defect of
single device, the operation of other devices iz not affected. The bus port has been designed as a
microcompter consistiing of the following elements: processing wrat (CFU), memory BO, BAT
EEPROL interfaces Le . user interface and network coraraurdcation interface. The data transmission
along the bus is carried out in an asynchronons manner with CEWIBICA access to the bus {Carrier
Senze Mulfiple Access with Collision Avoidanee) with the mechanizsm enabling the avoidance of
collizions be treen telegrams received form warions devices installed in the syetem. It operation
principle consists in the compleion of the following procedare: in case of transmission attermpted
by two or more devices simultaneously the transnission is corgnenced by the device with higher
pricrity, when the priority of both the devices is equal, ransmission 1s corarvenced by the device
with higher phyeical address.



TEECFEULDING MaNAGEMENT ELEMENTE 250

Fiz. 3.5 tuctwe of KNZEIE bus tee [Comnpany materials of ABE, Milmulik 2008]

Lpart from the sending of telegrars, another task of the bus is to provide the power supply
with safe voltage 24V DT ie. SELV woltage (Szfefy Exfra Low Folfage). In the framework of EIR,
the measuring, testing and control circuits have been s parated from the power supply equiprne nt;
therefore the contact of user with the woltaze is possible only in the case of SELV woltage [Drop
and Jastrzehsld 2002, Horhska 2004, 2005, 2006, 2007, ENX 2009, Nkl 2008]

Such a systern encormnpasses tao types of device s controlling devices — sensors and desices
trarsnitting the signal to the bms. The telegram can alzo be sent by the device autoraticall v (e.g.
if the lighting lewvel setting has been exceeded) or raanually (. ¢. depressing TRITON pushbutton)
and by the actuators — actors receiving the telegrarns frora the b and performdng the required
activities in binary mode (e, 2. binary oufputs) or generating analogue signals to control other
devices [Hormslkd 2004, 2005, Iikalik 2008, EITE 2009]. Any change of function and changes of
characteristics of indridusl devices are possible by means of ETS softaare.

BUILDING CONTROL BY ME ANZ OF KNZ/EIR 5V STELI

Contrary fo core nfional electric syster, in order to start KHZEIR systern, apart fror the
electric integration of bus elements the control systern design shall be addiionally prepared and
the syetern startup process shall be carvied out ie. adecuate applications, previously programmed
in the design phase shall be srved in memory of indridual devices. &n ETS tooling prograrm 1e.
European Installation Bus Tool Software is used for this parpose as a standard tool for designing,
startup and servicing of EMNE/EIR nstallations. It is distrbuted by KM organization with head
office in Bruasels, enswring logical compliance of the softeare on the nser interface lewel.
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Fiz. 4. ET5 5.0 sofbarare mequiremerts m the scope of havdwrave [N crz]

Chaing to the fact that it is possible to perfortn control functions i the majority of electrc
civemits and to take the readings of the actors status, it is also possible to define the work of indi-
vidual rmodule s ina marmer endbling their operation as the safety syeterns (Fig. 5).

T

| Baile
| Bissfim
5

Fig. 5 Interration of conporents of safety systermin ENZEIEIE systamn

For example the following sethings can he programrned:

—  Autoratic lights honing onduring night incase of movement detecionin a roomm. Morecser
it is possible to send SIS irdorming abouta the relewant event.

- The sirnulation of occupsants presence is also possible. The prograrening of indiidnal func-
tions at deternined hors is posaible by means of ETS prograr. Therefore it is possible 6.2,
to torn on the lishts or TV or fo drop the shutters.

—  Bymesns of the module ensuring EIB systern integration with the Internet, it iz possible to
transfer the images of indoor or outdoor cameras and to enforce the corresponding functions
of the dewvices.

— By means of the standard access systern it 1s possible fo program corresponding seguences
of events in the systern ez, lights torning on, lifting the shutters or honing on the heating.

- Incase of hazard detected by staoke sensor, it 1z possible to activate aconstic alamm or hom
or all lights in order to enable quick evacuation.

-  Incas of'building Aooding, this event can be detected by releseant sensor and the losses can
be lirnited as a result of the closare of the main valve by the system.

—  The systern can be programimed in a manner enabling the vimalization of the shutters and
doors opening status on the display

- Automatic shofters closure will be possible when the stong wind or ram is detected by
weather sensor.

- Allstatuzes qualified byrthe syetetns as alatms canbe sent to building ueers inthe formmof SIS
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PROTECTION OF EMNX/EIB 3YATEM AGAINET BABOTAGE

The protection of KHZESEIR systern against sabotage 1s as Dnportant as the safety systerms
mstalled in the bulding. The intellizence of the system is rather a theoretical feature. The building
with such feature may rezervble an intellizentheing v sowe respects, but it is anable to learm and
to think v ahstract manmer Also the anficipation of potential hazavd in the form of syster sdhotaze
iz possible only in accordance with the potential sabotage scenario progrararned by the svstern de-
signer. The protection willbe inefficient incase of any deviations frorn this scenario.

EWEEIR intelligent svste i has been provided in certain protecttve mechanismms, not associ-
ated with intelligence feature but preventing potential attack. The bus devices equipped with s
port built in BIM 112 or BCTU2 technology ave provided with secwrity function endbling the entry
of the access password for the confizuration setups and application of the devwice s which have been
mstalled there. The bus port techrology is accessible 1n its docurmentations and in ETS program
used for designing a.nd startup u:uf'KNX.I'EIE- s;.rstem {Flg T
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Fig. 7. Catalogue data scwen forbus device [ETE marnal, ENE o, Fetynewicz P 2001]

The selection of protections page represents the bus port passzord (BATT (Fig. B).
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Fiz. 8. Bus port safety fanchors edihon sereen [ETS mamal, KN o, Petdaesrie= P 2001]

In order to protect the screen against an unauthorized access, enter an eight character hexa-
decirnal ke fror the scope 00000000-FFFFFEEF or decimal ke v frorn the scope 0-4204967294
into the select field prope ey pre pared in the bus port software for this parpose. Ttwill be protected
against the access in the cowrse of entry of phyeical address and application into the port. In order
to unlock the access, the pesdously entered digital password should be specified. This password 1s
cotnnon for allbus ports in the design of an intellizent syster (Fiz 9.
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Fig. 9. Access aathonzation s oreen to the bus port in BIM MI112 and BCU2 technology [EIMNE o]

Besides the protections associated with the devices included i the bus systern in EMZE/EIR
mstallation, the desigh iz also subject to protection (Fig. 107
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Fig. 10. Deizn data edition s cresn with safety fineton [E'TS mamal, Petylasanez P 2001 ]

CONCLUSIONS

Chering to the posshility of the changivg of configuration of individual devices, FIZE/EIR
syster functions can be adapted to indnidual reeds of the user The application of the bus m the
tree stucture makes frther extension or reconfiguration of the systern unproblematc. On the ba-
siz of EMNE/EIR systern analysiz it has heen found out that the svstern was provided with seseral
functions deraonstrating ite hizh fanlt tolerance and protection against unanthorized access. These
functions are parficularly imgportant in case of remote access to the systern, for instance by means
of specially prepared Internet services eg. domoport.de or private servers ecuipped with the access
and visualization software.
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